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computer systems. For example, the graphical user interface of a personal computer system allows a
user to control the functions of a system using a pointing device such as a mouse. Commands can be
selected from menus to control the functions of the system. Many computer systems offer only the
menu control functions of the graphical user interface. In addition, some computer systems offer

little to no user interface at all. This is particularly true of computer systems used by businesses for
the operation of industrial systems such as process control systems. Many of these industrial

systems operate in a system environment, such as the computer-readable medium of the present
invention, in which various parties compete for control and data. These parties typically are

represented by software that runs on a computer system associated with the industrial system and a
data communication network. The parties may include, for example, manufacturers, suppliers,

buyers, and other actors in the process control environment. Some of these parties or actors may be
considered as competitors. When computerized systems are used to control industrial systems, a

number of concerns arise. First, the functional environments in which control systems operate may
be in hostile, competitive, and sometimes even hostile and competitive environments. The

equipment used in the control system may be highly sophisticated and expensive. Second, the data
communication network may be highly complex. Third, the control system may need to interact with

and or control other computerized systems over a network. Many of these systems are used in
and/or connected to the industrial process itself. Thus, the parties or actors competing in these

environments must function within the context of the process itself. The parties must participate in
the network at the correct times, or the process may fail. If the process fails, certain parties may be
able to successfully take control of the process, perhaps at the cost of another party. This may be

seen as a hostile environment. The inventive concepts described herein address these concerns and
other issues relating to the use of computerized systems for controlling industrial systems. g * * 3 +
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