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environment. An infrastructure
for establishing direct
communication between
embedded systems and their
environment is needed to
effectively control and monitor
the surrounding environment.
The Open Embedded Services
(OES) standard ( defines a set
of open source hardware and
software interfaces for enabling
the real-time control of
embedded systems over the
Internet. The OES standard
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addresses the main
requirements for enabling
embedded systems to be
controlled and observed via the
Internet. The current OES
standard does not address,
however, the need to limit any
potential hazards associated
with automated monitoring of
the real-time behavior of
embedded systems to the
surrounding environment.
Further, the current OES
standard fails to provide a
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robust solution to avoid
unwanted or malicious actions
taken by individuals or
organizations when accessing
the online monitoring of an
embedded system via the
Internet. It is in this context that
embodiments described in this
disclosure arise.?10?3? AFP??
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